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Getting Started

• Risks to your network and your members

– Remote threats 
• Phishing
• Man in the middle
• Pharming

– Internal threats
• Breaking in while you watch
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Gone Phishing

• What is phishing?

– URL supplied generally through an email 
linking to a malicious web site that 
impersonates a legitimate site.

– Often times the email indicates an urgent 
need for the user to go to the link such as a 
security risk to the user.
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Gone Phishing

• Malicious sites are always looking for new bait

– Old ways to detect malicious sites have grown 
outdated.

– Newer sophisticated attacks take advantage of old 
detection methods.

– Many tools designed to detect phishing can be 
tricked.
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That was then…

• What do most people watch for?
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The “Tells”

Tell Number 1

Address bar would point to 
something other then link.
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The “Tells”

Tell Number 2

Popup box used for input 
with no URL link and real 
web site in background.



TraceSecurity Inc. Copyright 2006

The “Tells”

Tell Number 3

IP Address in place of the 
real URL.

http://192.168.1.2
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This is now…

• Can you still watch for the same tells?
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Seeing in believing

Tell Number 1

Address bar would point to 
something other then link.

https://signin.ebay.com/ws/ebayISAPI.dll?Signin&sid=verify&co_partnerId=2&siteid=0
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Seeing in believing

https://signin.ebay.com/ws/ebayISAPI.dll?Signin&sid=verify&co_partnerId=2&siteid=0

Tell Number 2

Popup box used for input 
with no URL link and real 
web site in background.
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Seeing in believing

https://signin.ebay.com/ws/ebayISAPI.dll?Signin&sid=verify&co_partnerId=2&siteid=0

Tell Number 3

IP Address in place of the 
real URL.

//signin.ebay.com/ws/ebayISAPI.dll?Signin&sid=verify&co_partnerId=2&siteid=0https:
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Is it real?

https://signin.ebay.com/ws/ebayISAPI.dll?Signin&sid=verify&co_partnerId=2&siteid=0
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How was it done?

<MAP name=abxypml><AREA shape=RECT coords=0,0,646,569 
href="http://218.1.73.209/.../e3b/"></MAP>

<A 
href="https://signin.ebay.com/ws/eBayISAPI.dll?SignIn&amp;sid=verify&amp;c
o_partnerId=2&amp;siteid=0"><IMG   
src="cid:part1.01010202.00000906@support_num_663046@ebay.com" 
useMap=#abxypml border=0></A>



TraceSecurity Inc. Copyright 2006

How was it done?

• Html page includes java script that creates 
a popup menu that displays over the real 
URL. 

• The web page uses real images from 
ebay.

• After entering in confidential information, 
page is redirected to real ebay site.
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How do you catch it?
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How do you catch it?

• Outlook 2000  
– Must have SR-1

• Set read as plain text

• Outlook 2002
– Set read as plain text

• Outlook 2003
– Convert HTML to plain text



TraceSecurity Inc. Copyright 2006

How do you catch it?

• Attempt to type in the URL box.  
– Will not function properly

• Minimize browser
– Bogus URL will remain on the desktop in 

upper corner

• Some anti-phishing software will catch it
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How do you catch it?

• Most Important!
– Never trust a link in an email.

• When sending emails to members that 
contain links, recommend that they 
manually type the link into their browser.  
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What about Anti-Phishing?
• Many organizations are offering solutions to 

phishing schemes.

– Site recognition   
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Site Recognition
• The user chooses a picture, most often from a 

limited list on the web site that they want to see 
when they connect to the site.

• The idea is that a malicious site wont know what 
image to display and therefore the user will 
know they are at a malicious site.

• For this to work, a cookie is placed on the users 
computer.
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Site Recognition

Site is now verified 

as legitimate  by user

susan

******
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Site Recognition
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Site Recognition

Hacker@hackersite.com Hacker
Got an account

We got one…

Login: susan

Password: qwerty

Have fun.

Hacker@hacker… Got an account
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Site Recognition
• How can that be?

– The site had the proper URL.

– The site showed the image that we expected.

– The cookie on our computer was definitely used.

– The site showed did not have any pop-ups.

• Obviously this must be the correct site..?
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Site Recognition Flaws 
Real Web Site

Bogus Web Site

Bogus Web Site

Three Separate 
Frames



TraceSecurity Inc. Copyright 2006

What happened?

• Frames loaded the real web site
– Tricked site into showing image via cookie

• Malicious web site used for input of data

• All pages go through SSL pages, less 
suspicious 
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How do you catch it?

• Never allow your web page to be loaded in 
a frame.
<script language=javascript

type="text/javascript"> <!-- if 
(parent.frames.length) top.location.href= 
document.location; // --> </script>

• Place image to right of input boxes.
– More difficult to pull site into specific location
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Strategic Phishing
• Use discovered information for intimate 

communication.
– Email 
– Phone Number

• Does not require knowledge of real name of victim.

• Easy and risk free to perform.

• Less risk of notification to organization.
– Relatively few people contacted and all should be involved 

with organization.
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Customerservice@bankofamerica.com

Strategic Phishing
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Strategic Phishing
• Risk

– Customer responds to email via phone call 

– Customer tricked into revealing confidential 
information  including last four of social, place of 
birth and mothers maiden name.

– Also can be tricked into logging into bogus web 
site through phone call.
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Strategic Phishing
• How do you catch it?

– Do not throw away post it notes or any other 
document that might contain this information.

– Always Shred.

– Never trust emails and information contained in 
emails.
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Tired of Phishing? Try Pharming

• Pharming

– Modification of DNS to route legitimate 
domains to malicious web sites. 



TraceSecurity Inc. Copyright 2006

Pharming
• DNS cache poisoning

• Hack or modify DNS server to post malicious 
results.

• Often times DNS server hosts by ISP.

• Once server has been compromised, all hosts 
that resolve off server are at risk.

• User attempts to browse to legitimate site but 
IP is returned pointing to malicious site often 
impersonating the legitimate site.
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Pharming
• Spyware

• Modifies local system files to change DNS.

• Users thinks they are connecting to real URL 
but system is redirected to malicious site.

• Active X and freeware product most notorious 
for these kinds of attacks.

• Used for man in the middle attacks or logging 
accounts.
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Pharming
• DNS Similarities

• Register Internet Domains with similar look.

• Often times people will guess domains.

• Examples
– acmeco.com
– acmecomp.com

– acmecu.org
– acmecreditunion.org
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Pharming
• Search Engine Poisoning

– Register similar domain.

– Place posts in every blog that can be found
• Make sure blogs allow <A> tags.

– These posts will be picked up by search engine 
bots.

– Over time your web site will move higher in rank 
then the real web site.
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Local / Onsite attacks

• Gaining access to the network
– Tricks used to gain remote access to 

the network
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Everyone wants to be loved

• Starting with the employees
– Employees are  often customers too
– Employees trust other employees
– Employees are often more willing to break the 

rules on themselves then on a customer
– Employees follow managerial requests
– Employees already have access to the internal 

network
– Employees outside of systems admins often have 

limited technical experience
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Everyone wants to be loved
• Gaining access to the internal network

– Target: Organization Employees
– Type: Malicious web site attack

• Send email on behalf of legitimate source
• Include URL to malicious web site
• Entice employee to click the URL
• Execute attack through new vulnerability

– Goal: Organization internal network access
– Use: Gain access to employee computer installing trojans and 

reverse telnet software allowing remote attacks directly to the 
internal network

– Difficulty: Low
– Resolution: Difficult
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Everyone wants to be loved
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Everyone wants to be loved
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Everyone wants to be loved

•Email was read and the URL 
was clicked
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Everyone wants to be loved
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How was it done?
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Everyone wants to be loved

• Bypassing security devices
– Connection is created from the internal users computer 

out to internet
– Connection opens on standard port such as 443 (SSL)
– Exploit is not known to IDS signatures so is not flagged
– Not seen as a known virus so AV does not block
– Some personal firewalls will see this as potential 

security issue but common executable names often 
trick users

– Review of logs simply shows secured web traffic on 
network
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Everyone wants to be loved

• Risk and Resolution
–Risk

• Complete and total compromise of internal network by 
remote hacker

• Launch point for other internal attacks including against 
core processor 

• Launch point to create additional trojans on internal 
network

• Can establish link that “calls home” at scheduled times
• Even if e-mail is only read but the URL is not clicked, 

useful information has been gathered
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Everyone wants to be loved

• Risk and Resolution
–Resolution

• Disable auto-preview
• Never trust links in email with IP address
• Personal firewalls at each desktop
• User training and awareness
• Proxy web browsing (Both HTTP and SSL)
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Local / Onsite attacks

• Guess who stopped in for visit…
– Tricks used to gain physical access to 

your organization
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Did you shred?

Confidential documents / procurements

Teller drawer receipts with teller ID number

Bank Statements

Internal emails

Balance Sheets

Overdrawn Reports

Employee Schedules

Post-it notes with member information

Loan Applications

Social Security Numbers

Personal Bills such as phone bill, credit card bill, etc.

Doctors Prescriptions
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Local / Onsite attacks

• Vendor Sales
– Arrive as doing a sales call
– Bring associate 
– Associate leaves every chance they get

• Cell phone calls
• Bathroom
• Smoke

– Send product for testing
• Software 

– Free software can come with a price
• Hardware

– Beware of the free keyboard
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Local / Onsite attacks

• The Wanderer
– Wander the office gathering information
– Act like you belong and no one asks 

questions
– Get caught, drop name of employee

• Better if they are not there
– Take what you can grab
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Local / Onsite attacks

• Fire Marshall
– Everyone loves a man in a uniform
– Complete access to facility by law
– Left alone most of the time
– Demands respect and is seen as trusted 

figure
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Local / Onsite attacks

• Pest Control
– Complete access to facility
– Left alone most of the time
– Seen as low brow and not a threat
– Easy access to cables and                 

phone lines
– Expected to be snooping around          

under desks
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Local / Onsite attacks

• Second Day Visit
– Arrive the first day for scheduled reason 

(sales call)
– Come back second day and walk past all 

security
• Say you are meeting same person as before

– Have complete run of the building

http://images.google.com/imgres?imgurl=http://www.customhide.com/Catalog-Classic-Briefcase-Br.jpg&imgrefurl=http://www.customhide.com/classic_briefcase.html&h=261&w=380&sz=19&tbnid=1KQqXR1urNBMRM:&tbnh=81&tbnw=119&prev=/images%3Fq%3Dbriefcase&start=3&sa=X&oi=images&ct=image&cd=3
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Local / Onsite attacks

• OSHA
– Send letter informing of inspection
– Arrive on site and inspect the facility
– Before leaving facility install logged 

keyboards
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Local / Onsite attacks

• Air Conditioning Repair
– Complete access to the building
– Always left unattended
– Seen as low level threat
– Bump ceiling tiles a lot to                     

make dust and get person to                
leave office

– Always carry bags for                   
equipment
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Local / Onsite attacks

• Local ISP or Phone Company
– Create Issues
– Contact on behalf of company
– Visit location and gain access to network
– Visit location and gain access to phone 

closet
– Ask for information over phone
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Local / Onsite attacks

• Media / News Agency
–Everyone wants their 15 seconds 

of fame
–Gain trust
–Bring “photographer”
–Keep busy while “Photographer”

wanders
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Physical Layout
• The layout of a facility can make a major 

difference.
– Blind corners

– Wall files

– Easy access printers

– Public restrooms near open cubicles

– Insecure server rooms

– Easy access conference rooms

– Unattended areas with easy access
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Did you shred?
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Prevention
• Simple solutions

– Be Alert
– Make sure all employees know policy
– Ask for Picture ID
– Be a shadow
– Don’t let a group separate
– Make it clear they are being watched
– Never trust software
– Cross reference everything
– Strong policy enforcement
– Shred Shred Shred
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Useful Links
– www.tracesecurity.com (TraceSecurity Inc)

• Products include Trace Audit, Trace Regulation Compliance, 
PatchPortal and Trace Policy Manager

– www.sans.org (SANS)
• Organization dedicated to the advancement of security

– www.itdefensemag.com (IT Defense Magazine)
• Monthly Magazine focused solely on network security.  Be 

sure to check out the column “Cyber Sideline”.
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TraceSecurity Inc.
• Comprehensive Security Assessments
• Penetration Testing
• Comprehensive Regulation Compliance Review
• Online Banking Application Testing
• Remote and Onsite Social Engineering
• Policy Development and Review
• Unlimited On Demand Internal / External Scanning
• Numerous Training Courses available (On site and remote)
• Anti Phishing, Man in the Middle and Pharming solution
• Multi Factor Authentication Solution
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